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Summary

The REALMAN workshop idea steams from the lessons we learnt in the framework
of the MobileMAN project. The results obtained in the MobileMAN project and the
emerging world-wide literature indicated that to consolidate the ad hoc networking
field we need to complement theoretical research activities with the realization and
testing of realistic small/medium scale testbed. Indeed, after almost a decade of
research into ad hoc networking, MANET technology has not yet affected our way of
using wireless networks and there are no clear results showing how well MANETSs
work in reality as the research in this area has been based on theoretical analyses and
simulation results only. Simulation models often introduce simplifications and
assumptions that mask (in simulation experiments) important characteristics of the
real protocols behavior. To make mobile multi-hop ad hoc networks (MANETS) a
reality, simulation modeling and theoretical analyses have to be complemented by real
experiences (e.g., measurements on real prototypes) which provide both a direct
evaluation of ad hoc networks and, at the same time, precious information for a
realistic tuning of simulation models. In addition, the availability of prototypes will
also make possible to start creating communities of MANET users that, by
experimenting with this technology, will provide feedbacks on its usefulness and
stimulate the development of applications tailored for the ad hoc environment. This is
fundamental to reduce the gap between what end users might find useful, and what
research is currently addressing, making the cost of using ad hoc networking lower

than the potential benefit.

The need for more experimental activities has stimulated the emerging of a
new community of researchers combining theoretical research on ad hoc networking
with experiences/measurements obtained by implementing ad hoc network
prototypes. The aim of REALMAN was to bring together this community and to
disseminate the MobileMAN results to the scientific community. The workshop
constituted a unique forum for presenting and discussing experiences/results from real

ad hoc networks test-beds and prototypes.

The answer to the open call for papers was very encouraging. We received 39
submissions out of which we selected 13 papers for presentation in the workshop

sessions. In addition, in response to a separate call we received several interesting
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demo proposals. The final program also included 8 demos (5 from MobileMAN
partners) and 4 posters. 36 worldwide researchers participated to the workshop. These
numbers show that REALMAN is already a reference forum for the growing

community of researchers working in this field.

The workshop also included a panel “How to make MANETSs scale and
provide coverage for real” to identify research directions for making mobile ad hoc
networks a reality. The panel, organized and chaired by Jon Crowcroft, had a set of
panelists -- Matthias Grossglauser (EPFL), Edward Knightly (RICE University),
Martin Mauve (Duesseldorf University), Joerg Ott (Helsinki University of
Technology), Christian Tschudin (Basel University) -- that addressed the discussion
from two different perspectives. Specifically, Matthias Grossglauser stared by
observing that applications are hard to predict (and hence scale is easy to
underestimate); he pointed out the value of model-based research, especially for
architectural decisions. On the opposite, the other speakers emphasized the key role of
applications and real implementations. Martin Mauve took the opposing view to
Matthias Grossglauser: application led research is better! Martin gave many examples
from a large vehicle/car-to-car network they built, telling how the wireless network

design worked much better when the architecture was application centered.

Edward Knightly and Joerg Ott discussed two directions for the evolution of
ad hoc networks: mesh networks and opportunistic networking. Edward Knightly
discussed research challenges in implementing a real and scalable mesh network by
exploiting his experience with the RICE TAP project; Joerg Ott talked about
opportunistic networking and pointed out very nice real examples to show that
opportunistic networking (i.e., delay tolerant networks, DTN) can immediately
provide useful applications for ad hoc networking. In Joerg view DTN precedes

MANET.

Christian Tschudin summarized the discussion pointing out the need for a
pragmatic approach in the mobile ad hoc research: use an application driven
approach, and integrate/consolidate existing algorithms and software. Specifically, he
stated: While in theory it might be feasible to have 100 hop paths, I don't think that
this will happen in real MANETs. The limit lies somewhere below and is determined
more by pragmatic property bundles like routing stability or TCP fairness rather than

single functions (finding a route) or optimizations (battery life time). What can theory,
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what can systems work contribute to bracket this ad hoc horizon? Agreeing on the

"real objectives" would be a first step.

The slides of the panel presentations and other workshop material can be

found at: http://www.cl.cam.ac.uk/realman

The workshop proceedings are in the attached Appendix.
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Appendix

This Appendix contains the referred proceedings of the First IEEE ICPS Workshop on
Multi-hop Ad hoc Networks: from theory to reality, REALMAN 2005
(http://www.cl.cam.ac.uk/realman)
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do not help expanding social networks, but
maintaining and developing existing relationships.

We believe that there is an untapped market for
applications that allow expanding social networks,
more than those applications that enable individuals to
manage existing relationships. MobileMAN could
exploit this opportunity by developing applications that
are oriented to this opportunity. An experiment of
participatory  design, conducted  within  the
MobileMAN project and involving a number of
students of Helsinki University of Technology aimed
at developing new applications and scenarios for ad
hoc networks through group collaboration either using
offline medium (paper) or online medium (wiki
website [5]). A wiki is a particular type of site whose
content is quickly editable through any browser
without the need for the user to have any programming
skill. The experiment had also the objective to verify
the appropriateness of wiki as a tool for participatory
design activities in technological and innovative fields.
Students created some scenarios of wuse for
MobileMAN in small groups, and in a second round
were asked to complete and comment on any three
chosen scenarios among the developed. This exercise
was within one course of their curriculum in
networking and was not compulsory; who participated
received a reward for the course final grade.
Participation was not too extensive — 27 students (of a
class of 112) worked in the scenario developing
activity, and only 20 collaborated until the end of the
exercise by also filling in a questionnaire, which
covered various topics, from an evaluation of the
exercise itself to opinions about the future
development of ad hoc and infrastructure-based
networks. We interpreted this low participation with
the abstractness of the concept of ad hoc. The exercise,
in fact, revealed also the difficulty to imagine
applications that are exclusive for ad hoc networking
devices, most likely because of the abstract nature of
the ad hoc concept. Being based on cooperation of the
users, it relies on a completely new model of low-level
architecture. Applications that run on top can be the
same as those that run on mobile phones or others. The
hypothesis is that innovative applications that
empower the user to expand their social network will
be more interesting and appealing. Ad hoc networks
are infrastructure-less and consequently (ideally) with
no use cost for the user. This, however, cannot be the
only driving motive that pushes for adoption —
especially if the quality of service is not as high as is
now the quality of mobile phones applications (voice
clarity, network availability). In this vision,
applications can play a fundamental role in the
adoption process of the technology. We present the

summarized content of two scenarios that are
particularly valuable, developed by two groups of
students.

- Public festival scenario — a public festival is an
occasion where there are many people gathered in a
limited area and it can happen that base stations are
stuck because of overload. In such situation ad hoc
would be helpful. In the developed scenario, three
boys use their MobileMAN device to micro coordinate
themselves and to receive real-time information about
facilities. Another application in this scenario is a
profile manager that alerts the user if there is in close
vicinity some user that matches their profile. This is an
application designed for extending social networks.
Although some aspects of this scenario need further
analysis of realistic realization it provides interesting
ideas to work on.

- Where to party scenario — big cities often offer
far too many options to spend free time and it may be
difficult to make a choice. This application would
combine location information, by informing of
opportunities in the user nearby, social networking
expansion, by viewing the structure of the network,
with for example, friends of their friends, and the
digital equivalent of “word of mouth”, that is,
MobileMAN users post information and broadcast it to
the network of persons they are connected to.

SMS has been the killer application for mobile
phones with millions of messages sent every day.
However, chat-SMS' have not so far had great success
because “SMS connects people very inefficiently.
Those who design future services would do well to
search for more efficient ways of connecting people.”
[6] The last example of scenario could be a response to
this need for more efficient applications of sending
messages.

3.3. MobileMAN Whiteboard

Within the MobileMAN project, a peer-to-peer
multicast application called whiteboard is being
developed. It can be considered as a first version of a
distributed chat platform for text writing or graphic
drawing. Comparing this application with traditional
SMS written and sent by mobile phone, we can say
that it is certainly interesting, since it places in between
SMS and chat. Being a multicast system, it would

' Chat-SMS is a system where users subscribe to a chat service
(channel) and receive each message sent by all other participants to
the channel. The dubious issue in this service is that “it remains to be
seen how willing the participants in the chat groups are to pay for
EVERY message sent to the chat channel”. [7]



increase the limited efficiency of SMS — something
that is in line with Saarikoski’s thought [6].

3.4. The Elderly — the “Grey Digital Divide”

The elderly constitute a particular target when
defining applications and services for specific groups:
they have a range of needs that at the moment are
unaddressed. MobileMAN expressed the intention to
privilege this group of individuals and potential end
users of MobileMAN, based on the belief that
technology can help elderly people improving their
life. Therefore, a study of their relationship with new
ICTs is currently being carried out at SUPSI within the
project. The study focuses on technologies like TV,
VCR, DVD, computer and internet, mobile phone and
telecare wristalarm®. All participants had a telecare
wristalarm installed and were interviewed about their
personal and social situation, existing relationships and
activities and technology they use in their everyday
life. 10 out of 11 interviewed lived alone (which was
the reason why they adopted the telecare wristalarm).
The initial idea was that for elderly people living
alone, new ICTs would have been particularly valuable
as they would have allowed a higher communication
and interaction with society, even if physically
impaired (difficulty to go out and walk e.g.). However,
findings demonstrated that the elderly have a very low
interest in new ICTs, even if these can help them
overcoming their isolation, which is — as said — very
often a characteristic of their social and personal
situation. As a consequence, it is very difficult to
involve this category of people in participatory design
activities within MobileMAN. We explained this
disinterest  towards  innovative = communication
technologies (mobile phone, internet, chat) as related
to their particular life path: they lived through war
time, and lived generally without all the
communication means we dispose of nowadays. This
belonging to a different world is very clear in the fact
that almost all the interviewed elderly expressed the
inability to understand the need for communication and
therefore considered as wuseless communication
empowering technologies (chat, email, internet in
general, mobile phones). This result confirms findings
of Millward [8], who researched the issue of “grey
digital divide”. This way of thinking about new ICTs,
however, is probably only typical of this generation of

% This is a system created for elderly who live alone and are at risk of
falling or have health problems. It is wrist button that can be pushed
in case of necessity and that contacts directly the emergency station,
which deals with the situation. This system has proven very useful
since there is no time loss due to the inability of the person to reach
the phone in case of emergency.

elderly: in 15-20 years the old people will have a
different relationship and opinion about them. The
“grey digital divide” might diminish naturally with
time.

4. Conclusions

In this paper we have started from the networked
structure of society. We presented two scenarios
developed by two groups of students within an activity
of the MobileMAN project, one application
(whiteboard) currently being implemented by
MobileMAN partners that can provide some
interesting ideas for novel applications to be developed
for ad hoc network devices. Moreover, we presented
some results of a study conducted with a number of
elderly people on their relationship with new
communication technologies. The main results confirm
the existence of a “grey digital divide” that might
however diminish with time.
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Abstract

Routing efficiency in wireless networks can be
greatly improved by matching mobile host connectivity
patterns. To this end, over the past few years consid-
erable effort has been invested in developing predic-
tors of mobility patterns that is, models of mobile host
movement so that for a specific sequence of recorded
locations to predict the most likely subsequent loca-
tion. In this paper, | initiate a study of the structure of
the connectivity space itself. | analyze samples from
the Dartmouth data set’ and conduct an exploratory
study of the structure of the underlying space. In
particular, | compute the singular values of the time-
weighted connectivity matrix, and relate this result to
principal component analysis. Initial findings indicate
that the degrees of freedom of the space induced by the
connectivity matrix isvery low with respect to the num-
ber of access points and mobile hostsinvolved; that the
dimensionality of the underlying space grows slowly
with the size of the sample; and, that the distribution
of its eigenfrequencies follows a power law.

1. Introduction

Wireless networks can better serve maobile hosts by
employing client location information to better antic-
ipate connectivity patterns. Predicting accurately the
location of hosts can potentialy improve the perfor-
mance of wireless routing and the robustness of the
network infrastructure itself, thus improving the user

IMany thanks too David Kotz and other members of the Dart-
mouth Centre for Mobile Computing for providing access to this
data.

experience for a variety of applications. These im-
provements lead to a better user experience, to amore
cost-effective infrastructure, or both. As aresult, dur-
ing the past few years a number of location predictors
have been proposed in the literature based on a vari-
ety of complementary techniques including Markov-
based, compression-based, PPM, and SPM mecha
nisms. Such approaches infer models of mobile host
movement patterns so that for a specific recorded se-
guence of recorded locations to predict the most likely
subsequent location. A comprehensive comparative
evaluation study of the relative performance of several
of these algorithms on the Dartmouth mobile datatrace
[2] including a detailed description of their structure
and performance can be found in [4].

In this poster, rather than focusing on predictors |
initiate the study of the structure of the connectivity
spaceitself so asto understand its core characteristics.
To do this, | also employ the Dartmouth data trace to
reconstruct the time-weighted connectivity matrix be-
tween access points and mobile clients which we use
as the basis of this investigation. Several techniques
are employed to explore the structure of this space,
with a view in al cases to identify the existence of
asmall subset of components or eigenfrequencies that
characterize accurately the client connectivity behav-
ior. Effectively, | aim to determine a basis for a low-
dimensional projection of the connectivity matrix that
provides an appropriately accurate approximation to
the overall connectivity patterns.

2. SVD and Principal Component Analysis

Let L = {l;;} bethe m x n connectivity matrix
of a data trace defined by setting the element /;; to be



proportional to the time mobile host j is connected to
access point 4, for a data sample that includes traces
of n hosts and m base stations. Note that row i of L
describes the time each sighted client has spend con-
nected to base station 4, and column j of L describes
the time spend by host j connected to each base sta-
tion. Hence, | refer to the row vectors of L asthe con-
nectivity profile for access point 7 and to the column
vectors as the connectivity pattern of client j. Due to
the rather limited mobility of hosts in the Dartmouth
traces, the matrix L is sparse.
The singular value decomposition (SVD) of L is

L=USVT, (1)

where U isanm xn matrix, S isann xn diagona ma
trix, and V aso an n x n matrix. Thecolumnsof U are
called the left singular vectors and form an orthonor-
mal basis for the connectivity patterns of clients, that
isu;u; is zero except wherei = j whenitisone. The
rows of V7 contain the elements of the right singular
vectors and form an orthonormal basis for the connec-
tivity profiles for the access points.

The matrix S is zero everywhere except at the diag-
ond, that is S = diag(si, ..., sn), Where it contains
the so-called singular values s, of L. Singular val-
ues are ordered so that the highest singular valueisin
the upper left index of the matrix S. Notethat if L is
square, that ism = n, then the SVD is equivaent to
the solution of the eigenvalue problem.

With the SVD at hand, we can compute the closest
r-rank matrix to L asfollows

L0 =3 uyspof @)
k=1

so that L") minimizes the sum of the squares of the
difference of the elements of L and L("). Standard
approaches to compute the SVD can be found in [3].

2.1 Relation to principal component analysis

Principal component analysis (PCA) captures the
variance in a dataset in terms of its so-called principle
components. The SVD is intimately related to PCA
when principal components are calculated using the
covariance matrix. If each column of L is centered
then L' L is proportional to the covariance matrix of

the connectivity profile for the access points. More-
over, diagonalisation of L”L yields V' and thus the
principal components of the connectivity profile. in
other words, the right singular vectors of L are the
same as the required principal components. Further,
the eigenvalues of L7 L are the singular values of L,
which are proportional to the variances of the principal
components. Overall, thematrix U S containsthe prin-
cipal component scores, which are the coordinates of
the connectivity profile in the space of principal com-
ponents. If instead of centering the columns of L we
center itsrowsthen L™ L is proportional to the covari-
ance matrix of the connectivity patterns of the mobile
clients. Similar to above, the left singular vectors are
also the principal components of the connectivity pat-
tern space; the singular values are proportional to the
variances of the principal components; and the ma
trix SV containsthe principal component scores, that
is the coordinates of the connectivity patterns in the
space of principal components.

2.2 Results

In this section | report on preliminary results of the
analysis of connectivity patterns using the Dartmouth
mobile datatrace. Logfiles provided by the CMC were
post-processed to extract the connection/disconnection
patterns of particular hosts to particular base stations.
Several data sets where developed consisting of up to
90,000 samples, which were subsequently analyzed
following the discussion in previous sections.

As noted earlier the main focus of the analysisisto
better understand the underlying structure of this space
which in this case is characterized by the range of the
singular values. For the largest sample we find that
the majority of the singular values are relatively small
with respect to the largest components, in fact only 4
of those are within 10% of the magnitude of the largest
one. Figure 1 provides some more information regard-
ing the actual distribution of the spectrum: the magni-
tude of the computed singular values appearsto follow
apower law distribution.

Both observations point towards the fact that it
should be possible to reconstruct the full connectivity
matrix using only a small number of principal compo-
nents within a high accuracy. Indeed, using only the
29 principal componentsit is possible to achieve accu-



racy of the order of 0.1% for this sample. Thus, the
variability of the connectivity patternsin the dataset is
very low and can be predicted very well using a sub-
space of very low dimensionality.

Loglog plot of singular values of connectivity matrix

log(s)

Figure 1. Logarithmic plot of the singular val-
ues of the connectivity matrix by size (90, 000
samples).

3. Discussion and Conclusions

Several papers on wireless networking measure-
ment observe that mobility patterns of individual hosts
are likely to contain a considerable amount of period-
icity. The underlying reasons for this are mainly eco-
nomic and demographic, and dictate that clients move
within a small range of different velocities, and travel
along similar routes with most journeys starting and
ending at similar places. As a consequence, there is
only a small number of approximately discrete fre-
guencies characterizing the behavior and the connec-
tivity profile of the mobile station (and its user). In
this paper | provide some preliminary resultsregarding
the dimensionality of the space induced by the mobil-
ity patterns observed within a particular experimental
setting. Moreover, some early results are highlighted
regarding the number of degrees of freedom that exist
in the data and have estimated the order of accuracy
of reconstruction using alow-dimensional approxima-
tion.

This evidence can be used to potentially improve
the performance of wireless routing and the robustness
of the wireless network infrastructures. For example,
using the computed principal componentsit ispossible
to pinpoint bottlenecks in wireless networks aswell as

loss points for example due to interference. Knowl-
edge of such locations allows to locate additional re-
sources where they are needed to improve reliability
for example hop-by-hop rather than end-to-end packet
loss recovery.

More importantly, these findings provide evidence
in support of arecent conjecture by Jon Crowcroft [1]
regarding the feasibility of a common network archi-
tecture that overarches both mobile wireless mesh and
fixed networks. He observes the following correspon-
dence between wireless mesh and wireline fixed net-

works;
Mesh network

Mohility —
Freg. distribution

Wireline network
Buffering
Router out degree

A critical element for the proposed unified reference
model is that the distribution of journey frequencies
follows a similar pattern to the distribution of com-
munication popularity, as recorded in the out degree
of the connectivity graph of Internet routers for exam-
ple. Thiswould imply that the routing system for both
types of networks would have similar properties.

In this paper | provide astrong indication that thisis
indeed the case, since the computed singular values of
the connectivity matrix or else the journey frequencies
clearly appear to follow a power law distribution (cf.
Figure 1) and is thus qualitatively similar to the router
out degree on the Internet.
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Abstract e
P2P systems are a natural way of supporting group- Hel)a |
communication applicationsin MANETSs. In this paper we
discuss our experiences in developing such an application =2
in the real world. We highlight limitations of legacy P2P Eir

systems, and show that solutions based on cross-layer opti-
misations are very promising.

Figure 1. The WB application interface
stractions we have used to support WB. The network level
provides basic connectivity among nodes through IP-like
“routing and transport protocols. On top of them, a struc-
tured overlay network, comprising nodes that participate
in the WB application, is built. The overlay abstraction
is the fundamental substrate for any P2P application, pro-
viding functionalities such as logical node addressing (in

1 Introduction

One of the most interesting class of applications that
can be envisaged for MANETS is represented by group
communication applications. In the framework of the Mo-
bileMAN Project [6], we are investigating the viability of
developing such kind of applications on real ad hoc net-
works. To this end, we developed the Whiteboard appli-

cation (WB), which implements a distriputeqlwhiteboqrd stead of topological, IP-like addressing) and subjecetas
among MANET users. WB usage is very intuitive (see Fig- 1, ing " Finally, an additional multicast level is used fo e

ure D). IIEach MANET lrjlser runs a WB 'nSt‘che on Qer d_e- ficiently distribute contents generated by applicationrsise
vice, selects a topic she wants to join, and starts drawingy, 4| nodes in the overlay. These abstractions make quite

on .tg\edcan\;]as. Drawmg(gjs arz dIS(terbUted tr? all nodes Sut?'straightforward develop group communication applicagion
scribed to that topic, and rendered on each canvas. We eThey hide the complexity of low-level communications,

lieve that these simple, “Plug&Play” applications will bie o
great value for MANET users.

Developing this kind of applications in MANETS is a , ) )
challenging task. In this paper we present the networking Figure 3 shows the cqmplete networking solutions we
solutions we have studied and tested to this end. We presen@Ve used to support WB in real-world MANETS. We have
alternative networking frameworks for supporting WB-like defined a first architecture (refer_red tolagacy), that USes
applications (Section 2). Then, we compare a standard Pzﬁ_tat_e-of-the-art components to |mplement the abstragtion
system (Pastry [8]) with CrossROAD [5], the P2P system in Figure 2. Specifically, it uses eltherAODV [1] or OLSR
optimised for MANETS that we have designed within these [7]at th? network level, Pa_stry [8] at the m@dleware level,
frameworks (Section 3). Advantages of the CrossROAD ap- @nd Scribe [2] at the multicast level. While AODV and

proach are presented by means of experimental results inOLSR represent standard models for ad hoc reactive and

Section 4. Finally, Section 5 concludes the paper. p_roactive rou_ting protocols, Pastry and S(_:ribe have been de
. . signed for wired networks. The evaluation of the “legacy
2 WB integrationin MANETSs solution” indicates weaknesses of these components, and
Group-communication applications such as WB are dis- yays to improve them. In order to optimize the entire sys-
tributed, self-organising, decentralised in nature. Deisig  tem performances, eross-layer architecture, as depicted
them on top of P2P systems guarantees a great flexibilityon the right-hand side of Figure 3, has been proposed in
and optimised performances exploiting P2P policies to dis- [4]. Specifically, the NeSt module allows cross-layer inter
tribute and recover information. Figure 2 depicts the ab- actions between protocols at different layers. To this aim,
*This work was partially funded by the FET-IST Programme af th ~ N€St provides well-defined interfaces and data abstrastion
European Commission, IST-2001-38113 MOBILE-MAN project. to protocols [4], joining the advantages of cross-layering

group management, and data distribution, and provide a ro-
bust, flexible, self-organising networking environment.
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.D } 2
Figure 4. Cross-layer interactions between
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C
Mul ticast
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overlay CrossROAD and OLSR
Level A £ c . . . . .

to obtain an identifier in the same space of nodes’ logical

ids that is used to select the best destination for that mes-

petwork /g B L 7 sage. The subject-based routing of Pastry sends the mes-
,/I—C<ZQ<7 sage to the node in the ring whose id is numerically closest

A c to the key hashed value. This policy represents the basis

e node in the overlay
o node NOT in the overlay

we

OLSR

I
CrossROAD CrossROAD

for several distributed services; for example, Scribe eitgl
subject-based routing to build and maintain multicastdist

Figure 2. Abstractions supporting WB bution trees.

LEGACY CROSS LAYER To implement subject-based routing, Pastry builds at
_ Application _ each node a middleware routing table storing a subset of
other nodes’ ids. This table is initialised (during a boetgt
_ Mul ti cast _ Nest phase) and updated (periodically) by exchanging informa-
overl ay tion with the other node_s. When adopted in MANETS, this
) approach generates quite a lot of network overhead. Cross-
Network || OLSR(HSLS) ;, ROAD [5] provides the same Pastry functionalities through

: . the P2P commonAPI [3], but it drastically reduces the over-
Figure 3. Network solutions: legacy (left) and lay management traffic by exploiting cross-layer interac-
cross layer (right) tions with a proactive routing protocol. Specifically, Csos

and the scalability of traditional layered approach. Gross ROAD implements a Service Discovery protocol, that ex-
ROAD represents an optimised solution at the middleware PI0its the broadcast flooding of routing packets to distebu

layer that exploits cross-layer interactions with a pra@ct ~ Services information. An example of cross-layer interac-
routing protocol (OLSR in this case) in order to optimize (10N between CrossROAD and OLSR is shown in Figure 4.

the creation and management of the overlay network. In E&ch application running on CrossROAD has to register it-

this paper we do not discuss any other MANET-optimised SEIf by specifying aervice id (step 1). The list of service

solutions that could be integrated into the cross-layer ar-1dS registered at the local node (Node A in the figure) is
chitecture. However, in the framework of the MobileMAN Maintained by the Cross-Layer Plugin (XL-Plugin), which

project, other such components both at the routing level €@ be seen as a portion of the NeSt module (step 2). The
(Hazy Sighted Link State [9]), and at the multicast level XL-Plugin embeds the list of local service ids into periodic

(X-layer Scribe) are being studied and currently under de- Link-State Update packets generated by OLSR (step 3). On
velopment. the other nodes of the network (nodes B, C, D in the fig-

ure), upon receiving LSU packets containing such list, the

3 Pastry vs. CrossROAD routing level notifies XL-Plugin to store the list in its imte

Pastry represents the P2P computing model on whichnal data structures. This way, each CrossROAD node has
CrossROAD has been designed to obtain great optimisa-a complete knowledge of all the other nodes providing the
tions on ad hoc networks. It generates an overlay net-same service in the MANET, and it is able to autonomously
work by organising nodes in a circular logical address spacebuild the overlay network without generating any further
(ring). Specifically, it assigns to each nodéogical iden- management traffic (step 5). Furthermore, in case of topol-
tifier by hashing, for example, the node IP address. Log- ogy changes, the status of the overlay network converged as
ical identifiers determine the node position in the ring. In quickly as the routing protocol does.
addition, messages are routed over the ring by following .
a subject-based policy, rather than a topology-based one.4 Experimental Results
Specifically, an application wishing to send a message The networking solutions described in Figure 3 have
has to provide a ke¥ linked tom. Thek value is hashed been implemented and tested in a read-world multi-hop ad



hoc network. Specifically, the testbed consisted of 8 homo- Node Pastry  CrossROAD

geneous laptops, out of which 6 run the WB application, A 16529 2966
and the remaining 2 were used just as routers. Experiments B 21278 5069
that have been run, which mimic the behavior of WB users C(R) 48542 21146
concurrently drawing strokes on their canvas. Users are rep D 29066 7819

E 18047 5993

resented by software agents that continuously interleave a

tive phases (during which they draw a burst of strokes), and aSg 21363‘:3 ‘gﬁ
idle phases (during which they just receive others’ bursts) avg (0 C) 19977 5032

Idle phase durations and burst sizes are exponentially dis-
tributed. A traffic load of 100% is defined as the load gen-
erated by a user drawing — on average — 1 stroke per second.

Table 1. Throughput (Bps) in the Pastry 80%
and CrossROAD 100% setup.

Due to space constraints, we cannot provide here de- Load Pastry CrossROAD
tailed measurements. Therefore, we discuss the outcomes ZOZA’ 1 1
of some selected experiments, that allow us to highlight sev 50% 2 1

80% (100%) 3 1

eral benefits introduced by CrossROAable 1 shows the i
aggregate throughput (in the sending and receiving direc- 120le 2. Number of sub-trees at the Scribe
tions) of each node during the Pastry 80% and CrossROAD ~ 1€Vel-
100% experiments, respectivélyThese results account for ing the network stack components through cross-layering
the traffic generated from the routing up to the application is a very promising way. In this paper, we have highlighted
level. We mark node C as “C(R)” since it was the root of drastic performance improvements by replacing Pastry with
the Scribe tree. Finally, the last two rows show the averageCrossROAD, a cross-layer optimised P2P substrate. Fur-
throughput computed over the nodes running WB including ther improvements might be envisaged if also the other P2P
and excluding C, respectively. Overall, when CrossROAD components (e.g., Scribe) are optimised according to the
is used instead of Pastry, the throughput is drastically re-cross-layer paradigm.
duced. The average value over all nodes in the CrossROADR efer ences
setup is about one third of the average value in the Pas-[1] Aopv, Dept. of Information technology at Uppsala Univer
try setup. It should be noted that, due to Scribe mech- " sty (Sweden), http://user.it.uu.se/ henrikl/aodvi.
anisms, the root node has to handle a far greater amounf2] M. Castro, P. Druschel, A-M. Kermarrec and A. Rowstron,
of application-level traffic than other nodes. Therefohe t “SCRIBE: A large-scale and decentralised applicatiorelev
throughput reduction due to CrossROAD can be better em- multicast infrastructure”, IEEE Journal on Selected Aregas
phasised by focusing on the last row of the table. If we Communication (JSAC), Vol. 20, No, 8, October 2002.
exclude node C, the average throughput in the CrossROAD!3] F- Dabek and B. Zhao and P. Druschel and J. Kubiatowicz
setup is aboubne fourth of the average throughput in the and 1. Stoica, Towar“ds a common API for Structqred
Pastry setup. Finally, we found that CrossROAD also im- Peer-to-Peer Overlays”, Proc. of the the 2nc’1 International
- . Workshop on Peer-to-peer Systems (IPTPS’03), Berkeley,
proves the stability of the Scribe tree. Table 2 shows the CA., Feb. 2003.
number of sub-trees that are generated in Pastry and Crossg4] M. Conti, G. Maselli, G. Turi, “Design and evaluation of
ROAD setup, respectively. When Pastry is used, the Scribe  a flexible cross-layer interface for ad hoc networks”, Proc.
tree is often partitioned in several isolated sub-treesylte of the Fourth Annual Mediterranean Ad Hoc Networking
ing in nodes to be isolated from the rest of the network. Workshop (MedHocNet 2005), June 2005.
Instead, this misbehavior is always avoided when Cross-[5] F. Delmastro, “From Pastry to CrossROAD: Cross-layer
ROAD is used. It can be shown that it is a byproduct of Ring Overlay for Ad hoc networks”, in Proc. of Workshop

of Mobile Peer-to-Peer 2005, in conjuction with the PerCom
the Pastry network overhead and bootstrap procedure. 2005 conference, Kauai Island, Hawaii, Mar. 2005,

5 Conclusions [6] “Mobile Metropolitan Ad hoc Network (MobileMAN)”, IST-

) A . 2001-18113 Project, funded by the EC FET-IST Programme,
In order to support P2P group-communication applica http://cnd.iit.cnr.it/mobil eNAN

tions in MANETS, legacy network architectures designed 7] OLSR, Andreas Tonnesen, Institute for informatics a th
for wired networks are not the real solution. Specifically, University of Oslo (Norway), http://www.olsr.org.

such solutions require too much management traffic, and[8] A. Rowstron and P. Druschel, “Pastry: Scalable, disttél
tend to saturate the scarce MANET resources. Optimis- object location and routing for large-scale peer-to-peer
systems”, Middleware 2001, Germany, November 2001.

1in the Pastry case, we herafter show only results from OLSiR®Ex [9] C.A.Santivanez, |. Stavrakakis, and R. Ramanathan ki
ments, since OLSR generally allowed to achieve better pedoces than link-state routing scale for ad hoc networks”. In Procegdin
AODV. ’

2\We were not able to run Pastry experiments at 100% traffic, Ibad of the 2nd ACM Symposium on Mobile Ad Hoc Networking
cause the testbed crashed due to excessive network load. and Computing (MOBIHOC'01), 2001.
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Abstract

Cooperation enforcement in mobile ad-hoc networks has
become a hot topic within the scientific community. Entities
belonging to a mobile ad-hoc network are prone to
selfishness because being cooperative and participating to
basic network functions such as routing and packet
forwarding involves resource consumption for the benefit of
others. Different approaches have been proposed to
promote  cooperation in  such  environments. An
implementation of the cooperation enforcement mechanism
named CORE [5] is presented in the following as well as a
demonstration of its usage on a MANET testbed.

1. Introduction

The hype of trust establishment schemes that the research
community is witnessing in recent years results in a
proliferation of such mechanisms that target various issues
rising at different layers of a communication system.

A particular instance of trust establishment schemes is
represented by reputation mechanisms, in which the trust
metric takes the form of a reputation measure associated to
each entity taking part in a digital transaction. Reputation
can be defined as the level of trust inspired by entities based
on observations made on entities' past behavior. Intuitively,
reputation can be thought of as a metric that drives and
regulates the formation of dynamic communities that shares
interests and have common goals.

A typical setting in which reputation schemes are used to
regulate the formation and the survivability of digital
communities is represented by peer-to-peer (P2P) file
sharing systems. In P2P communities, reputation can be
used to baffle greediness and selfishness of peers that make
and use the system while at the same time suffer from the
dilemma of constrained resources. Indeed, is there a reason
to assume the volunteer participation to the community
welfare if no countermeasures are in place to stimulate a fair
distribution of the costs incurred by each individual to the
community operation? In general the answer is negative, as
it has been demonstrated by recent studies [2, 3]. Another
interesting domain of application of this type of trust
establishment schemes is offered by the mobile ad hoc
networking paradigm. In mobile ad hoc networks
(MANET), node participation to basic networking functions
such as routing and packet forwarding is of fundamental

importance. Recent studies [4] show that network
performance can be severely degraded even when only a
small fraction of the nodes that are part of an ad hoc
network deny participation to the network operation. Again,
scarce resources are at the origin of a selfish node behavior
whereby nodes (and end users operating those nodes) do not
want to share the (energetic) costs incurred by the network
operation for the benefit of others.

In this paper we focus on a reputation system used to
stimulate node participation to the execution of the packet
forwarding function in MANETSs. We present an overview
of the CORE [5] reputation system architecture from an
implementation point of view and detail the demonstrative
setting in which we carried out the proof-of-concept
validation of CORE. The reader should refer to [6] for a
detailed description and analysis of CORE.

2. CORE System Architecture

The CORE reputation system uses the watchdog mechanism
[7]. A watchdog can be defined as a software component
installed on the nodes of a network with the aim of
observing neighboring nodes behavior with respect to
participation to basic network functions. The solution
proposed hereafter addresses only the packet forwarding
function and has been implemented and tested on a
MANET testbed made of nodes relying on off-the-shelf
802.11b hardware. A MANET node implementing the
watchdog mechanism must be able to overhear all the
packets that are sent within its wireless channel. To do so,
the 802.11b WLAN adapter needs to be operated in the so-
called promiscuous mode. This functionality is
implemented at WLAN adapter firmware and driver level
and enables the WLAN adapter to pass all the packets
received to upper layers for further processing. In our
MANET testbed we use Dell TrueMobile 1150 WLAN
adapters that are operated by the Orinoco driver which
works in promiscuous mode out of the box. Once the
WLAN adapter is set in promiscuous mode, the packets are
captured using the pcap [8] C libraries. Those libraries are
available for Windows OS as well, making the porting
effort of the CORE mechanism to Windows OS acceptable.
The CORE reputation system has been implemented as a
Linux daemon, the implementation architecture is illustrated

! This research was partially supported by the Information Society Technologies program of the European Commission, Future and Emerging
Technologies under the IST-2001-38113 MOBILEMAN project and by the Institut Eurecom.



in Figure 1. Here follows the detailed description of the
modules that compose the system:
Sniffer Module: monitors the packets that pass across layer
2 of the TCP/IP stack. This module passes the relevant
fields of packet headers to the analyzer module for further
analysis in the form of packet descriptors.
Analyzer Module: Receives packet descriptors from the
sniffer module and analyzes those descriptors to deduce
whether the neighbors are being cooperative or not.
The analyzer module includes an expectation table. Packet
descriptors that correspond to packets for which forwarding
is expected by a neighbor are stored in this table. The
scheduler included in the analyzer module triggers a
timeout each time that a packet descriptor is written in the
expectation table. Upon timeout expiration on a packet
descriptor, the analyzer verifies if the corresponding packet
has been forwarded from the neighbor to the next hop. In
such case it deduces that the neighbor that forwarded the
packet has been cooperative and a positive observation is
passed to the reputation module. If the packet has not been
forwarded before the timeout expiration, the node that was
expected to forward the packet is suspected to be selfish and
a negative observation is passed to the reputation module.
The analyzer module features an ARP interface that is
needed to perform some basic neighbor discovery functions.
Reputation Module: In the original version of CORE [5],
the reputation value associated to a node is evaluated in a
sophisticated way. The interested reader should refer to [6]
for a detailed description and analysis of advanced
reputation evaluation functions. For sake of simplicity and
in order to provide a proof of concept evaluation of CORE,
the real life implementation of our cooperation enforcement
mechanism is based on a simpler reputation function
described hereafter. The reputation module uses a weighted
average function to calculate reputation values for
neighbors according to observations provided by the
analyzer and stores those values in a reputation table. When
the reputation of a neighbor falls below a given threshold, it
issues punishment requests to the punishment module.
In the current implementation the reputation function is
given by:

& Obs, (K—k
R (a)= D, Wk% 1)
k=0

where:

a s the node that is being observed by the watchdog.

B is the number of observation that the node that executes
the watchdog keeps in its local observation buffer.

W, is the weight given to the k-th observation.

K is the actual absolute discrete time.

Obsa( K—k ) is the value of the observation at time
K—k
Possible observation values are: (+1) if the watchdog

detects a cooperative behavior, (-1) if the watchdog detects
a selfish behavior.

Punishment Module: Punishes selfish neighbors by
denying packet forwarding through the “iptables” Linux
framework [9].  The proposed architecture has the
advantage of identifying clear interfaces among the system
modules, thus allowing the interoperability of the watchdog
module with other systems that calculate and exploit the
reputation of other nodes, such as for example the one
proposed in [7]. Another advantage of this solution resides
in the very limited network overhead introduced by its
operation: the only additional traffic is a pair of ARP
request/reply generated each time that a node running the
watchdog analyzes packets that involve a previously
unknown neighbor node.

3. CORE Demonstration
The implementation of CORE has been integrated on our
MANET testbed. A demonstration has been developed to
show the system behavior.
The MANET testbed is composed of 4 nodes, equipped
with a WLAN adapter. Two of the nodes are laptops
running Windows OS, the third one, where the watchdog
software is executed is a laptop running Linux OS, the
fourth node can be either a laptop or a Compaq iPaq PDA,
in both cases it runs Linux OS.

The demonstration objectives are:

e To show how the CORE system maintains a reputation
state for all the neighbors of a MANET node. Two
states are possible for a neighbor: selfish and
cooperative.

e To show how the economical approach that drove the
CORE mechanism design effectively motivates a user
that is leaning toward selfishness to reconsider his
objectives and be cooperative.

e To show the effectiveness of inherent reintegration
mechanism proposed by CORE.

The MANET testbed nodes are logically disposed in a row.

We assume the existence of bidirectional wireless links

between neighbor nodes. Nodes are disposed as follows:

AWeSoB

Ideally the physical distances between two non-neighboring

nodes of the network are larger that the WLAN card

transmission range. Two non-neighboring nodes of the
network that wish to communicate will pass through an
intermediate node that acts as a router. In reality, the

WLAN cards transmission ranges are so that the physical

separation in an indoor environment is achieved only when

two non-neighboring nodes are more than some tens of
meters far from each other and this is quite hard to handle in

a demo environment. For this reason we use some “tricks”

to logically separate two non-neighboring nodes. Those

tricks involve the usage of firewalls or Linux “iptables”
framework. Node W is the node that runs the watchdog.

This node observes the behavior of its neighbors. According

to the observations, node W maintains for each neighbor a

reputation state. State for a neighbor can be either

cooperative or selfish. With respect to the equation (1), the



B=4,

watchdog parameters have been set as follows:
W,=0.25 (all the weights are equal).

Node S is the node that is operated by the selfish user. As a
selfishness model, we assume that the administrator of this
node stops forwarding traffic originated by nodes A or W
and directed to node B and vice versa when the battery level
of the its device falls below a given threshold.

We assume a non-selective selfishness model that is
implemented by blocking the forwarding of other nodes
traffic through the usage of Linux “iptables” framework.
Node B serves the HTTP connection requests coming from
node W while node A acts as an FTP server for connection
requests coming from node S.

During the demonstration, node S changes its state from
cooperative to selfish. As a result of this change of attitude,
node W HTTP connection requests to node B will fail.
CORE console running on node W shows the observations
performed by the watchdog on the neighbors’ behavior.
When node S becomes selfish, a line appears on the CORE
console to show the neighbor change of attitude. As soon as
this transition is detected, the watchdog issues a punishment
request to the CORE punishment module. Node S is
immediately punished by node W, which stops forwarding
node S packets. From this moment on, the FTP connection
requests from node S to node A will stall.

When node S realizes that its FTP connection requests are
blocked by node W, it decides to become cooperative again.
This behavior transition is again captured by the watchdog
on node W and shown on the CORE console. Node W
immediately restarts forwarding node S packets. From this
moment node S is reintegrated in the network and its FTP

connections to node A will be successful again.

4. Conclusion

To the best of our knowledge, this article presents the first
real-life implementation of a cooperation enforcement
mechanism based on reputation which does not have an
impact on underlying routing protocol adopted in the
MANET (as opposed to [10]). Cooperation enforcement
represents a fundamental building block for a heterogeneous
MANET where no a priori trust relationships can be
established among peers. The implementation of the
software component described in this work constitutes a
starting point for a thorough analysis (through
measurements) of the impact of a cooperation enforcement
mechanism on the operation of a heterogeneous MANET.
For our future work we plan to investigate the behavior of
the system in heavy load conditions to test the effectiveness
of promiscuous listening. We will work on the fine tuning
of the system parameters illustrated in (1) and study the
introduction of an adaptive observation sampling factor to
mitigate the CPU load generated by promiscuous listening
and improve the responsiveness of the system behavior to
the network conditions. We plan as well to investigate the

impact of different reputation functions on the system
accuracy.
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Abstract— Ad hoc networks provide networking capabilites
without infrastructure support. Ad Hoc networks have been
researched for few years but still they do not get enough
interest form the industry. The reason is that they do not fulfil
any clear user needs. The actual wireless technologies already
provide users with enough coverage and the necessary network
capabilities for supporting high variety of peer to peer
applications. In this paper we present Vol P application on top of
Ad Hoc networks as a disruptive technology for voice
communications without infrastructure support. With Ad hoc
networks a low cost connectivity for VolP, messaging and
presence services can be provided and we present the results
from areal Vol P testbed over Ad hoc networks.

Index terms—Ad Hoc, Vol P, Service Discovery

A. INTRODUCTION

Voice communications have been a disruptive
technology in the past. Wireless telephony and Voice
over IP (VolP) can be considered as the next disruptions
associated  with  voice communications. The next
telephony innovation is linked to new drivers such as
mobility and cost. In this paper we present the Vol P over
Ad hoc networks as the next disruption related to voice
communications. The feasibility of VolP over Ad hoc
networks is demonstrated with real testbed results. The
results show the posshility of implementing voice
communications with a reasonable quality of service
(Q0S). In order to implement the Vol P service we need
to glue together Ad hoc technology with the right
signalling and transport protocol.

B. AD HOC NETWORKING

The strength of an Ad Hoc network resides in the
growth of IP over wirdless and the self-organized
networking feature that will enable pervasive and
ubiquitous computing. Ad Hoc networks are seen as a
suitable technology for embedded network devices in
multiple environments such as vehicles, sensors, mobile
telephones and personal appliances.

Ad Hoc networks present some new and unusual
challenges that had not been primary concerns in fixed

network deployment. Ad hoc devices should perform
their own network topology functions keeping track of
the connection between nodes and performing routing
functiondity. The link state in an Ad Hoc network
changes whenever the users move, and the nodes must
be able to provide automatic topology establishment and
maintenance. Ad Hoc nodes need to be self-contained
and have their own device discovery and control
paradigms. The nodes need a set of mechanisms to allow
a device to be automatically integrated and configured as
part of an Ad Hoc network.

In Ad Hoc networks a new paradigm based on on-
demand routing, where the nodes search for the routes
only when needed, suits better than the existing fixed
routing mechanism, where the nodes maintain the
complete network topology. However, this routing does
not scale for large networks. Therefore, numerous
routing protocols and agorithms have been proposed.
However, the absence of performance data in non-trivid
network configurations continues to be a mgjor problem.
The Ad hoc routing protocols are typicaly subdivided into
two main categories. proactive routing protocols and
reactive on-demand routing protocols.

Reactive on demand routing protocols such as AODV
[1], establish the route to a destination only when
demanded. Proactive routing protocols such as OLSR [2]
are derived from legacy Internet distance-vector and
link-state protocols. They attempt to maintain consistent
and updated routing information for every par of
network nodes by propagating route updates.

C. VOIP SERVICE IN AD HOC NETWORKS

At the early days of mobile communications, operators
did not see relevant investing in mobile technologies.
Today VoIP is dready the next disruption in voice
communications. Users are driven by cost and they start
using Voice over IP applications that provide cheap voice
communications. VolP over Ad hoc networks will be the
next distruptive technology. However, the voice quality is
poor and users may not alow other people traffic to go
through their devices.



1st. Vol P architecture

VolP services require a signalling protocol that supports
the routing and addressing. There are severa protocols
used for initiating and controlling multimedia sessons and
in our testbed we have selected the Session Initiation
Protocd [3]. The media transport is exchanged using the
Rea Time Trangport protocol RTP [4].

A SIP session usudly involves a User Agent (UA), a
Proxy Server, a Registrar Server, and a Location server.
Figure 1 represents a SIP registration flow diagram. The
session set up is initiated through the SIP Registrar that
can locate the destination SIP UA and acts as a proxy.
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Figure 1. SP UA Registration and session setup.

Moreover, a SIP UA can obtain the destination IP
address using embedded service discovery mechanism
without network support. Figure 2 presents the flow
diagram for initiating a sesson in this case.
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Figure 2. Sesson setup without network support.

D. VOIP TEST BED

The VolP testbed we have developed uses
components from other research ingtitutions [5]. In order
to increase the QoS in Ad hoc networks, enhancements
in the VolP application have been implemented. The
experiment was carried out in the laboratories of the
Condglio Nazionade ddle Ricerche (IIT-CNR), Pisa,
Italy. The test logs and additiona information can be
found in the project site at networking laboratory [6]. The
experiment measures the overall performance of audio
sessons using VolP in Ad hoc wireess LAN
environment.

The VolIP client is runing in both Laptops and iPAQs
and additionaly they require the following software: a
GSM library [7] and an RTP library [8]. The tests are
performed with two different routing protocols, OLSR
and ADOV. We analyse the routing protocol effect in
the overdl performance.

Jitter buffer length is adjusted to analyse the effect in
the qudity of the audio session. Increasing it will reduce
the perceived pauses in audio playback, resulting in
smooth playback. On the other hand, this will increase
the overal delay. Different RTP payload is applied per
message, which is equivalent to increasing the amount of
audio data in each RTP packet. This will enhance the
audio playback at the receiver since each packet holds
enough audio data to play until the next packet arrives.
In addition, if one packet is lost, a larger mount of audio
dataislost resulting in longer pauses.

2nd.  Test metrics
Table 1 shows the metrics used to analyse the
performance.

Table 1. Performance test metrics

Metrics

RTP Traffic  Ratio between total RTP bytes sent divided by the
total bytes sniffed at the transmitter. This
represents the RTP traffic percentage of the total

channel capacity.

GSM data Ratio between total GSM bytes sent divided by the
total bytes sniffed by Ethereal tool. This represents
GSM traffic percentage of the total channel
capacity. GSM bytes are calculated by multiplying
the total number of RTP packets by the number of
GSM packets per RTP packet, and multiplied by the

GSM packet length, which is 33 bytes.

Signalling
Overhead

Ratio between total number of routing protocol sent
and received messages divided by the total number of
GSM bytes successfully sent.

Overall QoS

Ratio of RTP packets successfully received out of




those intended to be transmitted.

LossinLink  Ratio of RTP packets lost in the link divided by the
RTP packets intended to be transmitted.
Jitter Jitter measured at the receiver during a continuous
reception time.
3rd.  Testresults

Table 2 presents results using OLSR and AODV
routing protocols with 3 GSM packets per RTP message,
where a 60ms and a 100ms GSM buffers are compared.

Table2. OLSR and AODV reaults

OL SR AODV

Metrics | 60ms | 100ms 60ms 100ms

RTP 40.79%  40.79% 39.46%  39.46%

Traffic

GSM data  26.40% 26.40% 25.47% 25.47%

Signding  8.95% 8.95% 12.64%  12.64%

Overhead

Overall 60.11%. 53.57% 93.88% 77.03%

QoS

Link Loss 39.89%. 46.43% 6.12% 22.97%

Jitter 0.52707 0.045297 0.07352 0.0555660
8 1 2

Figure 3 and Figure 4 show the percentage of
signdling traffic versus voice data.
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4th.Test conclusions

The results show that when sending the same
percentage of RTP and GSM packets the signaling
overhead is bigger for OLSR (i.e. 3%). The OLSR has
to send periodicaly link state updates.

Increessng the GSM buffer in OLSR helps to
decrease the jitter. In case of a link broken AODV
reacts immediately and re-establishes the link. Thus, the
buffer helps to maintain a constant flow of audio packets.
However, in case of OLSR when the link is broken the
packet loss increases and the buffer has to store the
received packets until the link is re-establised.

E. CONCLUSIONSAND FUTURE WORK

This paper presents a real VolIP testbed in Ad hoc
networks. The architecture proposes an integrated
routing functionality together with QoS optimisations for
voice sessions in the application layer. The work under
development conssts of dynamicaly changing the
number of audio packets per RTP message. Therefore,
when the packet loss increases, the number of GSM
packets is reduced within each RTP message in order to
reduce the overal audio loss. Thus, when the link is
stable and the packet loss is lower, the number of GSM
packets increases in order to increment the audio packets
that reach the destination.
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Abstract

A prerequisite for the mass-market deployment of multi-
hop ad hoc technologies is the capability of integrating with
existing wired infrastructure networks. However, current
solutions to support connectivity between ad hoc networks
and the Internet are based on complex mechanisms, such as
Mobile-IP and IP tunnelling. In this paper we propose a
lightweight solution based on simple Layer-2 mechanisms.
Experiments carried out in a real test-bed confirm the valid-
ity and efficiency of our approach.

1. Introduction

In spite of the massive efforts in researching and develop-
ing mobile ad hoc networks in the last decade, this type of
networks has not yet witnessed a widespread deployment.
The low commercial penetration of products based on ad
hoc networking technologies could be explained by consid-
ering that users are interested in general-purpose applica-
tions where high bandwidth and open access to the Internet
are consolidated and cheap commodities. For these reasons,
there is a growing interest in designing working mechanisms
for providing an easy access to the Internet to nodes in ad
hoc networks. In this paper, we address this issue proposing
a novel approach to ensure a working Internet connectiv-
ity to proactive ad hoc networks. We decided to consider
proactive routing protocols because this family of routing
protocols is more suitable than reactive protocols for sup-
porting advanced services and applications in mobile ad hoc
networks.

Two classes of approaches have been proposed so far to
support connectivity between ad hoc networks and the In-
ternet. One approach is to implement a Mobile IP Foreign
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and by the Information Society Technologies program of the European
Commission under the IST-2001-38113 MobileMAN project.
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Agent (MIP-FA) in the ad hoc node that acts as Internet gate-
way, and to run Mobile IP in all the ad hoc nodes [1]. A dif-
ferent approach relies on the implementation of a Network
Address Translation (NAT) in the gateway [3], that trans-
lates the IP addresses of ad hoc nodes to an address on the
NAT gateway, which is routable on the external network.
Such approaches are based on complex IP-based mechan-
isms originally defined for the wired Internet, like the IP-in-
IP encapsulation, Mobile IP and explicit tunnelling, which
may introduce significant overheads. This paper proposes a
lightweight technique to provide global Internet connectiv-
ity to the ad hoc nodes, using only Layer-2 mechanisms.
The basic idea is to logically extend a wired LAN to the ad
hoc nodes in a transparent way for the wired nodes by de-
veloping a specific Proxy ARP daemon inside the gateway.
Experiments carried out in a real test-bed confirm the valid-
ity and efficiency of our approach.

2. Background on the OSLR Protocol

Our test-bed uses the OLSR protocol as ad hoc network
routing algorithm [2], although our solution can be applied
to any proactive scheme. The OLSR algorithm employs an
efficient dissemination of the network topology information
by selecting special nodes, the multipoint relays (MPRs),
to forward broadcast messages during the flooding process.
In order to allow the injection of external routing informa-
tion into the ad hoc network, the OLSR protocol defines the
Host and Network Association (HNA) message. The HNA
message binds a set of network prefixes to the IP address
of the node attached to the external networks, i.e., the gate-
way node. In this way, each ad hoc node is informed of the
network address and netmask of a network that is reachable
through each gateway. Hence, OLSR exploits the mech-
anism of default routes to advertise Internet connectivity.
For instance, a gateway that advertises the 0.0.0.0/0 default
route, will receive all the packets destined to IP addresses
without a route on the local ad hoc network.



3. Internet Connectivity using a Proxy ARP

The proposed architecture is depicted in Figure 1. An
OLSR-based ad hoc network is interconnected via a Mas-
ter Gateway (MG) to a wired LAN, which provides the con-
nectivity to the external Internet. The wired LAN is an IP
subnetwork identified by IPg /L, i.e., an IP network ad-
dress (IPg) and the network mask length L (for example
X.Y.96.0/22). The wired nodes’ IP addresses belong to
IPg/L. Thus, the wired hosts are able to exchange packets
using their ARP table, which is a list of mappings between
the IP address (Layer-3) and the MAC address (Layer-2) of
known hosts on the same subnet. The connectivity between
the wired LAN and the Internet is provided by a router and
standard IP routing protocols.

Wired Router
Host

@

Wired LAN ‘

IF, IF,
Master Int
Gateway e -

Figure 1. Test-bed implementation.

Our OLSR-based ad hoc network consist of: (i) mobile ad
hoc nodes and (ii) a fixed backbone formed by one MG node
and multiple Slave Gateways (SGs), connected via wired
links. The MG is a node with two wired interfaces and a
single wireless interface that acts as gateway allowing the
ad hoc network to be connected to the Internet. The SG
nodes have two interfaces, wireless and wired, which en-
sures the routing between separated parts of the ad hoc net-
work through the wired infrastructure. The ad hoc rout-
ing protocol is implemented by an OLSRd daemon, which
runs in all the interfaces - wireless and wired - of mobile
nodes, SG nodes and MG node, with the exception of the
MG node’s wired interface I F,,;, which provides access
to the external network, advertising Internet connectivity as
default routes (i.e., through HNA messages). Mobile nodes
are configured with a static IP address belonging to the same
subnet of the wired LAN, i.e.,ﬁg /L. The hybrid nodes’
interfaces are configured with private IP addresses. This is
done to facilitate the configuration of the MG node, as ex-
plained later. It is worth remarking that we devised the SGs
nodes as simple entities supporting the ad hoc node mobil-
ity, and increasing the available bandwidth between the MG

node and the mobile nodes. For this reason they do not need
a globally routable IP address.

Connectivity for Outgoing Traffic. The OLSRd dae-
mon builds the routing tables with entries that specify the IP
address of the next hop neighbour to contact to send a packet
destined to another host or subnetwork. Since the MG node
advertises 0.0.0.0/0 as default route, all packets destined for
IP addresses without a route on the ad hoc network, will be
routed along the default route to the MG node and forwar-
ded to the Internet. A special case is when a mobile node
wants to send a packet addressed to the node on the local
wired LAN (e.g., node H in Figure 1). As the destination IP
address, I Py, belongs to ﬁs/L, the routing table lookup
on the source node will assume that the destination node
is directly connected to the node wireless interface. This
will result in a failed ARP Request for the I Py address,
sent on the source node’s wireless interface. To solve this
problem, we split the original I Pg /L subnet into two con-
secutive subnets, I Pgy,/(L+1) and TPy /(L+1), such as
tohave IPs/L=1Ps;/(L+1)UIPgy/(L+1). For ex-
ample, X.Y.96.0/22 = X.Y.96.0/23U X.Y.98.0/23. Thus,
the MG node has to advertise also these two subnets on HNA
messages. In this way, each mobile node will always have,
for any host H on the local wired LAN, a routing table entry
with a more specific network/mask than the one related to its
wireless interface (i.e., I Pg/L). Consequently, the longest-
match criterion, in the routing table lookup, will determine
the right next hop for the 1 Py address.

Connectivity for Incoming Traffic. To allow the nodes
on the local wired LAN, including the router, to send pack-
ets to the mobile nodes, a specific daemon runs on the 1 F .,
interface of the MG node, called Ad Hoc Proxy ARP dae-
mon (AHPAd). This daemon periodically checks the Master
Gateway’s routing table and ARP table, such as to publish
the MG node’s MAC address for each IP address having an
entry in the routing table with a netmask 255.255.255.255.
The entries related to the IFj,; interface of the MG node
and the SG nodes’ interfaces are excluded. Hence, the MG
node acts as a Proxy ARP for the mobile nodes. When an
host on the local wired LAN has to send a packet to a mo-
bile node in the ad hoc network, it deems the destination on
its wired network. Then, the node checks its ARP table for
a IP-MAC mapping and, if it is not present it sends an ARP
Request. The MG node answers with an ARP reply provid-
ing its MAC address and the packets can be correctly sent to
the destination through the MG node.

3.1. Experimental Results

In our test-bed we used the OLSR_UniK implementation for
Linux in version 0.4.8, adopting the default setting for each
protocol parameter. All nodes where located in the same
room, and the iptables feature of Linux was used to emulate
that all nodes were not in radio visibility of each other. To
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generate the asymptotic TCP traffic during the experiments
we used the iperf tool.

We performed a first set of experiments aimed at evalu-
ating the impact on the TCP throughput of the number of
wireless hops traversed in the ad hoc network to reach the
MG node. The experimental results are shown in Figure 2.
As expected, the longer the route, the lower is the through-
put achieved by the TCP flow, and the throughput decrease
follows an almost linear relationship. The figure shows also
that, although the nodes are static, the TCP throughput is
not stable, but the TCP flow could be in a stalled condi-
tion for several seconds. This can be explained considering
that the control frames are broadcast frames that are not ac-
knowledged, hence more vulnerable to collisions and chan-
nel errors than unicast frames. As a consequence, losses of
control frames can induce the loss of valid routes.

The second set of experiments was carried out to verify
the impact of mobility on TCP throughput. We allowed node
E (O) to alternate between being within radio range of C (A)

and being within radio range of D (B), on 50 seconds time
interval (see Figure 1). To emulate a soft handoff, we also al-
lowed the mobile node E (C) to have both C and D (A and B)
within radio range for 10 secons at the beginning of each in-
terval. The experimental results are shown in Figure 3. The
curve with label “3 hops” refers to the node E’s mobility,
while the curve with label “2 hops” refers to the node C’s
mobility. The figure shows that the maximum throughput
the TCP connection achieves, is not affected by the mobil-
ity. This is due to the fact that our solution doesn’t need any
IP encapsulation to work, differently from [3]. However,
the TCP instability increases because the OLSR neighbour
sensing mechanism may take up to 6 seconds to discover the
link change.

4. Concluding Remarks

To conclude this paper we discuss on limitations of the pro-
posed approach and on the enhancements currently under
investigation.

e On the MG node two wired interfaces are needed be-
cause the Proxy ARP does not allow to answer to ARP
Requests for IP addresses that are reachable through
the same interface on which the ARP Request was re-
ceived. Nevertheless, they can be replaced by a single
wired interface and emulated by a bridging function
and two virtual interfaces.

e The proposed architecture is working only with pro-
active ad hoc routing protocols. In fact, the Proxy ARP
function on the MG node needs to know all the mobile
nodes’ IP addresses, which has to publish on its ARP
table.

e Only one MG node, i.e., access point to Internet, is al-
lowed in the ad hoc network to avoid conflicts between
different Proxy ARPs. The redirect mechanism could
be exploited to support multi-homed (i.e., with mul-
tiple MG nodes) ad hoc networks.

e The IP addressing inside the ad hoc network is static.
Address auto-configuration techniques should be integ-
rated in our architecture.
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Abstract Channel0  Channel0  Channel1 Channel1

We present the implementation of Ana4, a practical  rointerne
architecture suitable for interconnecting devices in an
as hoc hybrid network environmenthere wired and
multi hop wireless technologies are used. Ana4 is a
2.5 ad hoc layer that allows a full compatibility with
TCP/IP.

Figure 1. Ana4 test bed proposal.

1 Project description
ing to connect the Internet to the ad hoc network. In
In order to extend the coverage of actual wirelessnode A, only the wireless interfacelan0 is part of
devices, wireless ad hoc or mesh networks have beefthe ad hoc network and configured in Ana4 ad hoc
proposed. The aim of this demo is to set up a small hy-mode. HostB has two wireless interfaces, one on
brid mesh network based on Ana4 [2, 3, 4, 5, 1], an in- channel0 and one on channdl. Note that the two
terconnection architecture suitable for heterogeneoudink layer interfacesWlan0 andwlanl ) participate
and spontaneous networks that mix various kinds ofto the ad hoc network and are gathered under the same
link layer technologies: wired and wireless multi hops. Ana4 virtual interfaceadhO. HostsC and D both
By ad hoc architecture, we denote a set of rules and ophave one wireless interfaselan0 and one Ethernet
erations dealing with addressing and routing that mustinterfaceethO . For node<” and D both wireless and
be set up for the ad hoc network to offer basic ser- wire interfaces participate to the ad hoc network and
vices such as ad hoc connectivity, TCP/IP compatibil- are gathered under one Ana4 interfackO .
ity, Internet connectivity and vertical handoff support. ~ The Figure 2 illustrates the layers and abstractions
During this demo, we propose to set up an hybrid adthat we encounter in a generic Ana4 network. In our
hoc test bed based on Ana4, mixing wire and wirelesstest bed illustrated in Figure 1 we have at the physical
media and offering a full auto-configuration support, a layer three separate physical connectivity graphs cor-
full TCP/IP compatibility and connection to the Inter- responding to channel 0 and channel 1 of the 802.11
net link layer and to the Ethernet link. At the ad hoc layer
The Figure 1illustrates the problem of interconnect- we merge this three graphs on an “ad hoc node” ba-
ing heterogeneous devices all together in an hybrid adsis. That is, a node is no more a link layer 2 interface
hoc network. This topology will be used as the refer- but it is the gathering of all interfaces that participate
ence during the demo. Host plays both the role of to the ad hoc network (all wireless interfaces/channels
gateway through its wire interfa@hO connected to  and Ethernet cards in our case). At the IP layer, the ad
the Internet and the role of “base station” via its wire- hoc network is seen as an Ethernet link.
less interfacavlan0 on a given channd). Host A The aim of this demo is to demonstrate the advan-
also runs a DHCP server and performs IP masqueradtages of Ana4 and its compatibility with classical uses



tual ad hoc interface, illustrated in figure 3. The simple

but efficient principle behind the virtual interface is to
abstracted ad hoe hide the different physical devices and hardware net-

e works behind the illusion of a single virtual network.

At the ad hoc level, this virtual network is a wireless
multi-hop network; at the IP level, it is a switched Eth-
ernet link. Another powerful characteristic of this ar-
chitecture is to allow an host to use a device simul-
taneously in ad hoc and in classical modes. Suppose

1P level

Ad Hoc level ad hoc network

802.11 channel 1

Hardware leve Do Ethernet that a physical device handled by a virtual ad hoc in-
------------- terface is also configured as an Internet device. From
: P 802.1 channel the IP view, the mobile hosts two distinct interfaces.

IP networking is performed over these two interfaces
without interference. This will also be shown during
the demo.
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Abstract

Pocket Switched Networks (PSN) are a new
communication model at the intersection of Mobile Ad-
hoc Networks (MANET) and Delay Tolerant Networks
(DTN).We propose a general sofiware architecture, the
Haggle Architecture for PSN, and demonstrate it using
a prototype including two PSN applications, namely
distributed file sharing and newsgroups.

1. Introduction

Mobile Ad-hoc Networks (MANET) research often
assumes network conditions including long-lived paths
and full connectivity, and is therefore targeted at
situations where the network is dense and static.
Previous work in Delay Tolerant Networks (DTN) [1]
has focused on partitioned networks with occasional
links between them, e.g. due to satellites or “message
ferries” [2]. Both models are not realistic when
considering our target application scenario, namely for
humans moving around during their daily lives. We
observe that, while humans often have end-to-end
connected paths via “islands” of Internet connectivity,
this is not always true, e.g. while traveling. It is also
unrealistic to assume that mobile humans will have a
wireless network path with other humans which they
wish to perform networking with. We proposed Pocket
Switched Networks (PSN) as a more realistic model for
human daily life. PSN is designed around real life
human mobility measurements [3][4] and using a top-
down approach that is a practical and realistic
communication model based on what kind of
applications human need or may like to have in their
daily lives. PSN realizes the presences of gaps
between the “islands of connectivity” and makes use of
local connectivity and user mobility during these gaps,

and global connectivity for data delivery when it is
available.

Haggle is a general architecture proposed for PSN
applications. It embraces “Application Layer Framing”
[5], with application-layer and network-layer
information collapsed into on space. It use Application-
level Data Units (ADU) as basic unit of communication
and use attribute-value tuples to identify
communication parties and different applications.

A distributed file sharing system and a newsgroup
making use of only human mobility and local
connectivity are implemented using the Haggle
Architecture. The implementation uses Java J9
platform running on PDA and PC and Bluetooth and
WiFi as underlying network connecting media. During
the demo, the Bluetooth version will be demonstrated.

2. Haggle Architecture

We now introduce Haggle, an implementation of
Pocket Switching which we are using to prototype
solutions to the challenges identified in Section 3. We
expect that the full specification and implementation of
Haggle will take several years. Development will
involve a process of iterative refinement, driven by
feedback from the deployment of trial applications. We
describe below the architectural elements that are
present in the initial prototype of Haggle.

2.1. Application-level Data Unit

In the spirit of “Application Layer Framing”
proposed by Clark and Tennenhouse in the early
nineties [5], the Haggle architecture is not layered;
application-layer and network-layer information are
collapsed into one space. We represent messages as
application-level data units (ADUs), which are
comprised of a number of attribute-value pairs.



A node decides whether to offer an ADUs to a
neighbour based on many attribute-value pairs, rather
than simply on the destination address as in IP-centric
networking. This is useful because, in Haggle, an
ADU’s destination can be loosely specified, or not
specified at all. A sender may not know the set of
devices available to the recipient. Alternatively, for
message types such as information queries, many
devices could take the role of destination.

A node might accept transmission of an ADU from a
neighbour for two reasons. One is that the node may
determine that it is a valid recipient, since it might
carry an application which is interested in the ADU.
The other is that the node might decide that it has a
high expectation of further forwarding opportunities for
that ADU, for example because the recipient was
recently seen by it, or because the node expects to
acquire global connectivity shortly, and can thereby
deliver the message. Again, the visibility of
application-level information in various attribute-value
pairs may usefully contribute to a node’s decision.
Examples of possible attribute-value pairs for various
Haggle applications are:

message-type: private message

originator: NAME James Scott
sender-authentication: [cryptographic signature]
recipient: NAME Pan Hui

recipient: SMTP pan.hui@cl.cam.ac.uk

recipient: SMS +441233764432

encrypted-data: [encrypted message]

message-type: query
data: opportunistic networking

message-type: public message
forum: recipes
subject: chicken madras

2.2. Node Architecture

The preliminary design of the Haggle node
architecture, illustrated in Figure 1, is based around the
notion of a Haggle Information Store (HIS) containing
ADUs on each user device. Applications can inject new
ADUs into the HIS, can register interest in incoming
ADUs by specifying matching criteria for particular
attribute-value pairs, and can search the HIS for
existing ADUs.

The Haggle control module decides whether to accept
an incoming ADU into the HIS, provides an API for
applications, and controls the forwarding module. The
forwarding module performs neighbour discovery
using the available network interfaces, and when
necessary connects to neighbours which are identified
as potential nexthops for ADUs in order to offer those
ADU s for transmission. Note that, where it is available,

the Internet is regarded as just one of many network
interface types.

| Applications |
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Figure 1: Prototype Haggle Architecture
2.3.Implementing Haggle

We aim to develop Haggle for mobile computing
devices, which obviously includes notebook PCs and
PDAs. Recently, this term has also become applicable
to mobile phones, which now have significant storage,
computing power, local networking (generally in the
form of Bluetooth), and support for dynamically-
loaded applications.

We use Java in order to support a wide range of
platforms with a single reference codebase. For local
connectivity, we utilise Bluetooth and 802.11 in ad hoc
mode. Conveniently, Bluetooth is available on all our
targeted platforms. An initial step in the Haggle project
has been to develop implementations of the Java
Bluetooth standard (JSR-82 [6]) for Windows XP and
Windows CE, which we have released under the LGPL
open source licenses.

3. Haggle Demo

The demos we given here are the ad-hoc file sharing
system and the ad-hoc newsgroup application. Both
applications are implemented based on the Haggle
architecture defined above. The implementation is done
on Java J9 platform on PDA with Bluetooth as the
transmission medium. Inside the demo, several PDAs
running the Haggle applications will be distributed to
the participants for testing.

3.1. File Sharing System
By using the Haggle File Sharing system, the users can

do searching and downloading files in a totally ad hoc
and opportunistic manner. Type a file name wanted to



search into the browser and a File Request ADU will
be sent to everyone encountered If a device contained
the file, it will generated a File Response ADU which
will be forward out in two manners 1) send to the
originator of the Request ADU when get into contact
range, or 2) send controlled copies into the devices
encountered which act as relays of this copy and would
send to the originator of the request when encountered.
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Figure 2: Haggle File Sharing User Interface
3.2. Newsgroup system

The Haggle Newsgroup allows the users to publish
to an ad-hoc newsgroup. When two devices see each
other, they will exchange ADU and the contents of the
newsgroup will be updated.
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Figure 3: Haggle Newsgroup User Interface

4. Conclusions and Future Work

The Haggle Architecture for PSN is presented and
two haggle applications, file sharing system and
newsgroup are implemented on Java j9 platform
running on PDA with Bluetooth. We will make the
codes soon available under an open source license. The
implementation of WiFi connectivity is proceeding.

Over the next few years, we aim to build more
Haggle-based applications including instant messaging
and web browsing with automatic use of neighbours’
caches. We plan to test these applications by rolling out
prototypes to local users and deploying them to larger
user groups such as conference attendees. This will
enable us to study aspects of Haggle including usability,
scalability, network congestion, and user behaviour,
which can only be conclusively studied in deployments.
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Abstract

Quality of service in wireless LANs differ from their
wired counterpart in that variation in available resources
is not only due to competition by other traffic, but also due
to variation in link quality. Various proposals exist to rem-
edy the effects of this dynamicity. Our aim is to implement
a system that by offering more information about the cur-
rent per peer link state and resource usage can improve per-
formance not only by provisioning through reservation, but
also in route calculation. To aid in achieving this, a closed
network has been constructed in order to conduct live ex-
periments where outer factors like interference and other
competing stations are controlled.

1. Introduction

Though mobile ad hoc networks (MANETS) might arise
anywhere at any time one would not only want to support
reliable end-to-end communication, but also some kind of
premium service. For some scenarios of use, like battle-

throughput might be seen as a service improving the
general quality perceived by applications.

Controlled live experiments. Though all the pieces
necessary for a live network are covered one would
still wish to control certain factors inherent to shared
mediums during development. These are the hidden
and the exposed node problem, node separation and
general interference from items like microwave ovens
and other appliances operating in the industrial, scien-
tific and medical (ISM) bands that jam the communi-
cation in the vicinity of a receiver.

The demo will be of the two first objectives listed above;
an ad hoc network where bandwidth estimation is con-
ducted in the driver where the passive estimation technique
implemented by CRC in Canada [4] is running alongside
our active probing implementation. This will be in combi-
nation with a walk through the inner workings of the im-
plementation where we look at how hardware and driver
constraints impose limitations not observed in the safe and
predictable surroundings of NS-2 simulations.

The test bed will consist of three laptops with two of

field deployment, itis a must. This complicates matters andthem conversing and one listening and probing in order to
presents a need for some sort of management of availablestimate residual channel capacity. In the following sec-
and consumed resources. This is where quality of servicetions we will examine the components of the demo and the

(Qo0S) comes to play.

To accommodate a premium service certain knowledge
about the surroundings has to be evident both in term of
available hosts and their capabilities. The effort on our part
is four fold:

e Sensing and probing in order to collect data concerning
the link state.

e Bandwidth estimation with metrics for transmission
and reception rates.

e Quality of service by adaptation of local flow policy
and providing better routing metrics. The ability of
the network to smooth things out and pick up general

implemented driver closer.

2. The link layer

It was argued in [3] that the 802.11 medium access con-
trol protocol (MAC) is not the best suited for ensuring QoS.
Because of the commercial proliferation of compliant hard-
ware it has however become the de facto standard. Its us-
ability can nevertheless be augmented by offering more and
better information to higher protocol layers. In that spirit
the following sections will discuss how to estimate residual
bandwidth and link quality in order to provide some useful
MAC metrics.



2.1. Estimating residual bandwidth be calculated for a specific frame size, which implies that
residual bandwidth is dependent on frame size.
In contrary to wired networks, bandwidth estimation is
not a straightforward operation in shared medium radio net-2 3. Adaptation of the active probing scheme
works. Though much research has been done and a theoretic
analysis of one hop bandwidth estimation is in place [2] it

is however not a simple task when multi hop scenarios andThe ones inherent when moving from a simulation environ-
real hardware have to be addressed.

. ent to real hardware will be dealt with first, leaving the
There has always been a gap between the theoretlcaLn g

) . : . omparative details when looking at it in conjunction with
analysis models and simulation results on one side and wha[he passive proposal described later
is. possible with current commercial products on thg other Starting of with the universality of the method it has to
side. AIth_ough results acquired b_y th_e former are mdged be mentioned that it has a strong coupling to the driver that
useful, existing hardware and their drivers put constraints

on their aoplicability. This can be exemplified by lookin cannot be solved in user space when working under Linux.
bp Y- ) € exemp y 9 The method must measure the time from passing the packet
at how we can do bandwidth estimation on the offered de- L )
. . : ) onto the device till the exact time the ACK returns. To the
vices. Two methods of doing exactly this, the active and the .
. L : : X best of our knowledge only one current driver allows such
passive estimation techniques, are described in the follow-

ing sections. It must be noted however that these are neitheFIght coupling, specifically the Atheros chipset MADwifi

exclusive of each other nor the onlv broposals of how to driver [5]. However, this driver is not completely open since
; o y prop its radio can be tuned to frequencies outside the ISM band,
accomplish estimation.

the FCC and other similar authorities have pressed for keep-
ing a part closed. This lowers accuracy but s still better than
the jiffy accuracy provided by the common wlan-ng-prism?2
header found in most drivets.

In addition the formula had to be custom tailored to the
multi rate probes that could be sent during measurement.
We do this by sorting the probing data into intervals based
on the rate used and calculating the mean value.

The active probing proposal does have some glitches.

2.2. Active probing

The active probing in [6] was designed mostly for one
hop networks with constant modulation during the estima-
tion. Our effort has tried to augment that scheme to encom-
pass multi hop scenarios and to allow for use of the modula-
g?nnvssqu;lef?r sbte;é:;ittt]:r?c:\ll\v/igse%\/:igigfpﬁgggggf\r/;/otieb de The limitations of the stock Llnux.kernel al'so put a con-

straint on accuracy. The standard timekeeping accuracy is

and then d(_ascrlbe the additional considerations which hadset to one millisecond for timed events. An addition is be-
to be done in order to accommodate our use.

In its infancy this method started out by sending out ing developed to improve this [1], but has yet to be imple-

. mented by us. This gives us a slight problem because we
a chain of probe packets to assess the channel occu- y g gntp

: ) are not able to control the channel saturation to a tight spe-
pancy. It essentially measures the time of each sequenc

. : Rific level. This issue does not break the technique however
of RTS/CTS/DATA/ACK and attributes any delay N EXCESS andis mostly a problem when trying to minimize saturation
of an estimated value to be caused by deferring from the

medium entailed by either physical or virtual carrier sens problems. In addition we do not account for clock drift, but
ina. Bv uniforml gistributig y robes within every trans- as the time measured is per probe and not for the entire train
9. By y gp Y it should not be a source of error.
mission interval one can equally represent the channel oc- ! .
o . i During the demo we will look closer at what actually
cupancy. Thereby it is possible to infer the channel state.

The authors suggested occupying 30 to 40 percent of thehappens when sending a probe. Because we can see how

. e . many retires, what kind of protection and the rate we can
channel with probes. The channel utilization is estimated .
. . ) reason closer about the events, and look if all the excess
by applying the following formula:

delay can be attributed to cross traffic. This will illustrate
i=Ke i _ better the design issues for the simple probes. To se if the
Zi:l Tm TPKC . . .
AT algorithm responds to changes in traffic load two other ma-
chines will vary it so we can inspect the predicted residual
Where U is the utilization estimate7;,, is the mea-  bandwidth. Though the conference room will undoubtedly
sured MAC delay,I’ is the calculated average MAC de- be full of other wireless signals we can still see if the values
lay when the channel is sensed idlg, is the number of  are correlated.
probes delayed more than predicted, K is the total number
of orobes and\T is the interval between the probes. The 1The information gathered by setting the interface in promiscuous or
P P ’ rf-monitoring mode is time stamped, at least in the madwifi driver, with

residual bandWidth is es_timated _blyes = (1 = U)nimaaz jiffy precision. This is one ms in the 2.6 linux kernel which does not give
wheren, ... is the theoretical maximum throughput that can the precision needed.

U=




2.4. Passive probing 3. Conclusion

This is still very much a work in progress where mini-
mizing error is a major concern. As this is simply a ser-

can try to estimate residual bandwidth by listening to in- . o ) i
. ; ; .__vice layer it is important to create a valuable interface with
coming traffic and adding to that channel occupancy seized . . : .
meaningful metrics so that traffic shapers, routing protocols

while sending. Because the driver does not grant access o ) L
) L . and admission controllers can achieve a significant boost.
to the network allocation vector (NAV) it is not possible to . ; o
: . ) ) . : Otherwise the effort is only of theoretical interest. In ad-
directly estimate the residual bandwidth by simply monitor-

ing the busy state given by the carrier sensing state machineFjltlon we are considering augmenting the interface with re-

What we can do instead is to take all the frames going in ceived signal strength indicator and expected transmission

and out of a node and the ones heard through promiscuoué:Ount to give a better picture of link quality.

mode to estimate how much time this has taken during an

interval. CRC in Canada has implemented this technique4. ACknowledgements

in the Atheros chipset driver. The metrics provided by the

driver are per neighbour node to achieve greater granularity. 1 would like to thank Lars Landmark for providing com-

To be able to accurately depict the channel state one hagnents on my work and the demo proposal, and Frank Li for
to pay great attention not only to the 802.11 frame format his insights to the active probing technique. Also | would
but also to the sequence of frames. Additional considerationlike to especially thank Mathieu Deziel for being so forth-
has to be taken because one has to include the mean backoming with regards to the passive estimation technique.
off times for RTS and data frames, and also non-standard
behaviour by the driver. We will try to send frames of dif- References
ferent sizes and with various types of protection to see if we
notice the difference. This is also a useful technique to see[1] G, Anzinger. High resolution POSIX timers.
if the driver Complies with our requests as other types of ex- http://sourceforge.net/projects/high-res-timers.
periments can get interesting results when based on flawed2] G. Bianchi. Performance analysis of the IEEE 802.11 dis-
assumptions. tributed coordination functionlEEE journal on selected ar-

eas in communicationd8(3), 2000.
[3] L. Chen and W. B. Heinzelman. Qos-aware routing based
2.5. Complementary performance on bandwidth estimation for mobile ad hoc networkEEE
journal on selected areas in communicatip28(3), March
2005.

The two techniques both have their limitations. The ac- [4] M. Deziel and L. Lamont. Implementation of an IEEE 802.11
tive probing saturates the channel from 30 to 40 percentand  link available bandwidth algorithm to allow cross-layering.
is not good when load is heavy. It could also be a problem if [5] S. Leffler, M. Renzmann, and G. Chesson. Multiband atheros
two nodes within range probe at the same time. But in con- driver for wifi. http://sou.rc.eforge.net/prolects/madwm/.
trast to the passive technique it can estimate the intersectior{G] F. Y. Li, O. Kure, P. Sp||||ng, M. Hauge, and A. Hafslund.
of the bandwidth at the sender and the peer. The peer can be Esnm",’mng res'.d o al bandwidth in 802.11-based ad hoc net-

. L works: An empirical approach, September 2004.
overloaded by traffic we cannot hear and probing is a way
to estimate this. As mentioned we do not have access to the
NAV so it is not possible to estimate how often the physi-
cal carrier sensing is busy. Active probing defers from the
channel and takes this into account.

We propose combining the two methods to harvest their
benefits and reduce their negative sides. If the channel satu-
ration is sensed above 50 percent one could argue that prob-
ing would be unwise and if no good information is available
the active method is the way to go.

Since the nodes are to close to each other during the
demo we will not be able to simulate a node chain show-
ing how the two methods can complement each other. But
we can run them in parallel and compare their results. This
could perhaps shed some more light on what they encom-
pass and where they lack.

In order to minimize the intrusion on the network one



